CVE-2021-44228

Aciklama

Bu Glvenlik Uyarisi, Apache Log4j'deki bir uzaktan kod yiriitme glvenlik agigi olan CVE-
2021-44228'i ele alir. Saldirganlar kimlik dogrulama olmadan uzaktan kullanilabilir, yani bir
kullanici adi ve parola gerekmeden bir ag Gizerinden bu zafiyet sémdrilebilir.

Onem Derecesi

Kritik
Imperva WAF icin alinacak 6nlem

1. Custom Dictionary olusturulmasi

=>» Setup>Signitures sekmeleri takip edilir
=>» Sol panelde en altta bulunan my dictionaries sekmesine sag tik
yapilarak “create manuel dictionary” segilir.

e

Recommended for Detection for Web Applications - Leg
Sensitive Error Messages Leakage

Signatures for SharePoint Applications

Web Worm - Defacement

WebSocket Exploitation

Worms and Critical Vulnerabilities for Database Applica
Worms and Critical Vulnerabilities for General Applicatic

Worms and Critical Vulnerabilities for Web Applications

XML External Entity Injection

=l-[L Predefined ThreatRadar Dictionaries

¥ ThreatRadar - Emergency
T ThreatRadar - Emergency
. S’ ThreatRadar - Emergency
T ThreatRadar - Emergency
l S ThreatRadar - Emergency

- Authenticated Sessions
- Detection
- GET Requests

- General

- POST Requests

Create Manual Dictionary

Create Filter Dictionary

ThreatRadar Dictionary - Emergency - Blocking POST requests

ThreatRadar Dictionary - Emergency - Blocking General requests

ThreatRadar Dictionary - Emergency - Blocking Authenticated Sessions

- Dend

ThreatRadar Dictionary - Remote File Include (RFI)

ThreatRadar Dictionary - Emergency - Detection

T custi

ThreatRadar Dictionary - Spamdexing
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=>» Acilan panelde ilgili zafiyetin ismi girilir ve type olarak web secilir.

Create New Dictionary x

Enter Name: CVEP021-44228 Apache Log4j Vulnerability

Description:

Dictionary Type:

@web

LIstream

sql Cracle MS SQL Sybase DB2 IMS SAP HANA Informix
Teradata Sybase 1Q MySQL Netezza Progress PostgreSQL Greenplum
MariaDB Hive HBase Impala MongoDB Cassandra

=>» Create secenegine basildiktan sonra dictionary olusturulur.

=» Sonraki asamada olusturmus oldugumuz dictionary icerisine zafiyet
payloadlarinda kullanilan “jndi:dns” , “jndi:ldap” , “jndi:rmi” ve CVE-
2021-44228-regexp ismiyle 4 adet imza olusturulur.

e Burada imza olustururken “jndi:ldap” icin signature
part="jndi:ldap" seklinde “jndi:dns” i¢in
part="jndi:dns" jndi:rmi icin part="jndi:dns" seklinde
imza tanimi yazilmahdir

e (CVE-2021-44228-regexp imzasl icin ise
part="\x24\x7b",rgxp="\x24\x7b.{0,30}j.{0,30}n.{0,30
}d.{0,30}i.{0,30\x3a.{1,150}" seklinde regex
yazilmahdir

e Protocols olarak http ve https secilmelidir.

e Search signiture in kisminda ise Parameters,Request
body,URL,Headers,Non-Normalized URL segili
olmalidir.
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Add Siﬂnature X |
Signature Name: CVE-2021-44228-egexp
Rar="u247h" 1gxp="u24'%70.{0.30}.{0.30}n.{0,30}d.{0.307i.{0.30) x3a {1,150}
Signature:
Predefined Selected:
n
Protocols: - (=J h$5 -
i -
Predefined Selected:
i 7 Response Conient +| [3] [Headers N
Search Signature In: Urls And Parameters Non Normalized Url
- Parameters hd
Add Signature X
Signature Name: jndi:ldap
Signature:
Predefined Selected:
http
Profocols: - hitps -
- (=] -
Predefined Selected:
i Response Content N - Headers N
Search Signature In: Urls And Parameters Non Normalized Url
- E] Parameters v
( Create ][ cancel |
=>» Create butonu ile imza olusturulur.
=>» Son goruntu asagidaki gibi olmalidir.
(4 38| | cvE-2021-44228-regexp.
Description: Signature Name  |CVE-2021-44228-regexp
part="x24x7b",rgxp="x24%
‘ Q14 4 F‘ageE of 1 b Ml Signature Patten  |{0.30}n.{0.30}d {0,30}i.{0.30
« |Pattem = [ Protocol - Predefined ‘
CVE-2021-44228-Tegexp pan="x24\X7b" rgxp="24\x7b.{0,30}] {0,30}n {0,30}d {0,30}i {0 30}x3a.{1,150}" hitp,https
part="jndi.dns" http.https Protocols:
jndi-ldap part="jndildap" http.https =]
part="jnci-mi" hittp.https
Predefined :
S h Signat Response Cor .
In?arc Ignaure {



2. Custom Web Service politikasi olugturulmasi

=>» Policies>Security sekmeleri takip edilir

=>» + butonuna basilarak, secenekler icinden web service segilir.

DISCOVERY & CLASSIFICATION SETUP RISK MANAGEMENT FPOLICIES A

SECURESPHERE
SIlgn' Audit  Data Enrichment  System Events  Action Sets
J Basic Filter H Saved Filters Policies
By ADC Keywords Policy

By T
Y TYpe [ HTTP/1.x Protocol Validation

|| 28 Policy nam
#& Type -

Web Application
DB Service |
DB Application
HTTP1 [ Network
HTTP/1.§ Snippet Injection
HTTRP/M | HOFS Service
Z/OS DB Service

HTTPA,

H ¥ Sigr
Availabli

DB Protocol
DB Protocol

.
2 By Level T
iC By Server Group DenemeCustom sigpolicy
L | By Service DenemeCustom sigpolicy2

By Application HTTP/1.x Protocol Policy
o Default Policies o :
g Policy Origin % Sqlinjection Plicy
a [ DB Protocol Validation
L SQL Protocol Policy

test
=>» Acilan sekmede ilgili zafiyetin ismi yazilir ve type olarak http protocol
signitures segilir.

Create New Policy x
| § Name||[CVE-2021-44228 Apache Log4] Vulnerability |
i ®From Scratch
| Type: [ HTTP Protocol Signatures v

(Y -
)| UUse existing

([ Create ][ Cancel |

on Signatures 1 | |

=>» Policy Rules sekmesinde + butonuna basarak 1. Asamada olusturmus
oldugumuz dictionary secilir. Son durum ekran gortntisinin aynisi
olmalidir. Yani Severity no alert ve action none olmaldir.

Policy name: CVE-2021-44228 Apache Log4] Vulnerability

Hsave

Policy Rules ” Apply To ” Advanced ” Activity Log I

Dictionary Name H' |” Enabled Severity Action

Followed Action

CVE-2021-44228 Apache Log4j Vulnerability. 0J | No Alert ~ | [None

v v

HiZMETE OZEL / Sadece i¢ Kullanim
BARIKAT i¢C KULLANIM



=>» Degisiklikleri kayit ettikten sonra, apply to sekmesinden ilgili
servislere politika atanir.

il |

Policy name: CVE-2021-44228 Apache Logdj Vulnerability

[ Policy Rules “ Apply To H Advanced ” Activity Log

BE&y @ Al
[+ .531, ¥ Apache
| ata [ Default Site
[+ 585 (@ Superveda
B gia [ misc2012

3. Web Servis custom politikasi olusturulmasi

=>» Policies> Security sekmeleri takip edilir.
=>» + butonuna basilarak, secenekler icinden Web Service segilir

O's"é';fﬁ‘ﬁ“gsp“mg DISCOVERY & CLASSIFICATION SETUP  RISK MANAGEMENT [JPOIIGIES] AUDIT

Syl Audit  Data Enrichment  System Events  Action Sets

Basic Filter || Saved Filters Policies | 3=/ 28] Policy name: cvE-:

By ADC Keywords I4 4 Page of 6 b bl Web Service iteria
Web Application
| [ BY TvpS 1 [Policy bp
8@ ByLevel DB Service
& @ By Server Group [ Web Service Custom DB Application | 4ion:
L S; i:{)"”‘;:“m CVE-2018-20062: ThinkPHP 5.x Remote Code Executl] Network -
- -
ol [El Detautt Policies CVE-2018-20062: ThinkPHP Remote Code Execution [j SMPPEL Injection
LAk i Criteria
g Palicy Origin @ CVE-2018-20243: Apache Fineract Cleartext URL Cre: HDFS SEENICEE-
= Z/OS DB Senvice jle Match
= CVE-2018-8823: PrestaShop Responsive Mega Menu

4+ Account Tak

CWVE-2019-10392 Git Client Plugin for Jenkins git Is-remote
4+ Application |

FUIE AAAR AARARS lnamia Soarn 4 B0 3 004 Diractans T

=>» ilgili zafiyetin ismi oraya yazilir ve type olarak web service custom
segilir.
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H 4 Account Takeover Protection Results
2l 4+ Application User

2l # Authenticated Session
Create New Policy Lt

Name|CVE-2021-44228 custom| |

®From Scratch
Type: | Web Application Custom v |

Ouse existing

FFEFFFFFEF

HONCY bl

Anti Scrapin

[

| Create |[ Cancel |

+ HTTP Request Content-Type (Header)

&

[zl ¢+ HTTP Reguest Cookie Name

=>» Acilan panelde match criteria olarak signatures secilir. Ve operations
kisminda user defined signitures secilir, daha sonrasinda énceden
olusturmus oldugumuz imzalari sol sekmeden, sag(selected) sekmeye
alinir. Olusturmus oldugumuz politikanin action’l block, severitysi
high olmalidir.

Match Criteria H Apply To || Advanced ‘

Policy Configuration: Signatures is at least one of [jndizdns, jndirm...]  Full Description
Action [ Block v Severity: [ Hign v
Followed Action: [ gradar ~ | Enabled Yes
Alert Name Custom Violation One Alert Per Session o8
Match Criteria
= % Signatures
Operation: At least one v
User Defined Signatures v Selected:
PicusSql-Test CVE-2021-44228-regexp
admin jndirdns
jndildap
jndirmi

Available Match Criteria
4+ Account Takeover Protection Results
4+ Application User
4+ Authenticated Session
4+ Authentication Result
4+ Authentication URL
4 CAPTCHA Challenge Response
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=>» Apply to kisminda ilgili servisler segilir.

Policy name: CVE-2021-44228 custom

[ Match Criteria H Apply To H Advanced ” Activity Log

=i = Al

- sBs (@ Apache
o]

“&ap [ Default Site
# 52a (@ SuperVeda
# a8 () misc2012

4. Monitor

Bu zafiyeti somirmeye yonelik bir atak gelirse Monitor>Alerts kismindan CVE-
2021-44228 politikasinin tetiklendigini gorebilirsiniz.

SESPHERE DISCOVERY & CLASSIFICATION SETUP RISK MANAGEMENT POLICIES AUDIT REPORTS [MONITOR THREATRADAR

Dashboard Al Violations ESTRCINESTENSE Blocked Sources  Monitor System

Quick Filter Alerts (filtered) |96 |0 Alert 28024: CVE-2021-44228 custom
[ [TIHE||4apage[ 1lot1pm Actions: Immediate Block
o ? Tips| [ No. = [©~ [l » [Updateds [#+ Alert Description = || Policy: CVE 202144228 custom (
£ | BasicFilter || Saved Filters [ Last 2 Hours (2) m (_Edit Policy ][ Knowledge Base |
_|m By Severity 28024/ @ [ 195242 4 — .
By Immediate Action 28023 @ |l 193437 2 Multiple WEB-IS cmd exe access(+) from #+Ex+NHgUINmTDONTOUGYIMEPIINWUPGGZTXY UHOXA= Aggregated from 18:34:15 (0 hour(s), 1
By Alert Type 4
By Alert Flag
By Alert Number 0
By Server Group
By Service
By Application
By User Name
By Source IP A['f';‘ aﬁgrelga':" HB =
IStinCt value Tor. alue
HilLroiog| Custom Rule CVE-2021-4422¢
E7URL Immediate Action Block
By Session 1D Server Group Apache Web SG
By Event ID Source IP 192.168.95.25
By Remedy Incident ID
By Gateway
By Source GeoLocation B i
Generated by ThreatRadar i Violations:
By File Parent Path I 0 [ [Session [User _JURL
By Object Name N/A fwikiftwikidocus
By File Extension N/A fwikitwikidocu
N/A fwikiftwikidocu
N/A fwikitwikidocu
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Referans Baglantilari

https://nvd.nist.gov/vuln/detail/CVE-2021-44228

https://www.tenable.com/blog/cve-2021-44228-proof-of-concept-for-critical-apache-log4j-remote-
code-execution-vulnerability
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